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ABSTRACT  
Recent years have sparked worldwide debate on technologies making copyrighted 

material freely distributable between users of certain networks, and circumventing 

copyright protection technologies in almost all consumer devices and applications. The 

government has stepped in to attempt protecting the companies who own copyrighted 

material at the expense of innocent consumers, whose rights have become limited 

because of the new regulations proposed or passed by governments and businesses 

alike. One major technology backed by the Digital Millennium Copyright Act is Digital 

Rights Management. This paper will present the ethical, moral, and financial issues that 

this technology has had on consumers and businesses alike. 
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INTRODUCTION  

WHAT IS COPYRIGHT? 
Copyright laws affect a wide range of people in a nation. They also affect interests of 

those parties, including consumer, education, free speech, trade, innovation, and 

privacy interests. Copyright laws have been in effect since 1662 when the King of 

England introduced the Licensing Act to prevent unauthorized copying of published 

literature.1 The birth of modern copyright came to existence in 1710 with the Statue of 

Anne which would give exclusive rights to authors for 28 years, after which they would 

enter the public domain. 

WHY WAS THE DMCA  INTRODUCED? 
Much has changed in recent years. With the advent of the Internet, a new medium for 

information was created. With exploding popularity, millions of sites emerged creating a 

new unique challenge for copyright holders. All of sudden, unauthorized copies of 

copyrighted content were being shared by millions of users all over the globe. With 

peer-to-peer (P2P) technologies emerging, those numbers increased exponentially. 

Lacking the resources and legal power to fight intellectual property theft of such 

magnitude, companies urged the government to step in and put a stop to it.  

World Intellectual Property Organization is an agency established by the United Nations 

"to encourage creative activity, to promote the protection of intellectual property 

throughout the world".2  The United States government decided to implement two 

treaties drafted by the WIPO. It criminalizes production and dissemination of technology 

and devices that are meant to circumvent measures to control access to copyrighted 

works. The technology that protects digital copyrighted material is commonly referred 

to as Digital Rights Management, or simply DRM. The other treaty is criminalizing the act 

of circumventing an access control, regardless of whether there is actual copyright 

infringement. This amendment of the copyright law is known as The Digital Millennium 

Copyright Act (DMCA for short) and was signed by Bill Clinton on October 28, 1998. 

DIGITAL RIGHTS MANAGEMENT  

WHAT IS DRM? 
Digital Rights Management (DRM) is defined by TechTerƳǎΦŎƻƳ άŀǎ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ 

technologies, used by publishers, copyright holders, and hardware manufacturers to 

ƭƛƳƛǘ ǳǎŀƎŜ ƻŦ ŘƛƎƛǘŀƭ ƳŜŘƛŀ ƻǊ ŘŜǾƛŎŜǎΦέ3 DRM is not to be confused with copy 

protection, which simply limits the unauthorized copies of media. DRM is much more 

restrictive since it can control all aspects of what can and cannot be done with a single 

instance. DRM can limit the number of viewings, copies, and devices that the media can 

be used on. An expiration date for content can be set as well. The first use of DRM is on 

                                                                 
1 (Lowenstein, 2002) 
2 (Convention Establishing the World Intellectual Property Organization, 1967) 
3 (The Tech Terms Computer Dictionary) 
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floppy diskettes which prohibited copying and limited the number of times software can 

be installed. 

ISSUES WITH DRM 
Originally, DRM was meant to control and restrict copying of copyrighted material. This 

is a legitimate and ethical use of the technology with its only purpose being to prevent 

loss of profit. The second generation of DRM technology, however, sought to control 

viewing, copying, printing, altering, and every other way to use digital content. This 

restricts the way an owner of a specific media, for example an Audio CD or DVD, can use 

the product that has been fully paid for. 

The DMCA criminalizes the production and dissemination of technology that allows 

users to circumvent technical copy-restriction methods. This loose statement has also 

made it an offense to perform a large number of activities that do not involve copyright 

infringement in any way. For example, it may be seen as illegal for a programmer of 

open source software, such as a Linux distribution, to develop a DVD player program, 

since it is a method of decrypting the Content Scrambling System (CSS), which is a DRM 

technology used on most commercial DVDs. Although the DMCA does not criminalize 

backup copies of legally purchased media, software created to allow copying of DRM-

enabled media is deemed illegal in the United States, effectively creating a legal 

loophole in which the consumer cannot make a backup copy without breaking the law. 

Another example of how DRM is limiting consumers is DVD regions. To prevent 

distribution of discs around the world, most commercial disks have been protected with 

that technology. There are 6 regional codes as shown in Figure 1.  

 

 

FIGURE 1  -  DVD  REGIONS (SOURCE:  WIKIMEDIA COMMONS) 
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As can be seen in the diagram, the regions are separated in a very specific way. North 

America and China both have their own codes. Western and Central Europe, Western 

Asia, South Africa, and Japan share the same code. South America, most of Africa, and 

Asia all have different codes. Why is this significant? DVD prices vary by country and its 

economy. A person who lives in the United States or Canada and wants to find a lower 

price on a DVD from another country, such as China, would not be able to use it because 

of these restrictions. Another example: If a movie is available in the US before it is 

released in the UK, the consumer will not be able to take advantage of it. This clearly 

limits free trade across countries and discourages competition. It has been brought up 

as a possible violation of the World Trade Organization free trade agreement and 

competition law.4 The European Union has voiced concerns that region coding is used by 

movie studios solely for driving up profits by enforcing price differentials.5 In fact, the 

Australian government has realized that this is a big ethical issue and requires all DVD 

players sold in the country to be DRM-Free.6 New Zealand government is also trying to 

implement a DRM-free law, but has not yet been able to because of high pressure from 

the Movie Picture Association of America. 

DRM  AND WALT DISNEY  
Walt Disney Pictures is one of the most influential supporters of DRM. One of the 

founding members of the Advanced Access Content System (AACS), the DRM scheme 

used in HD-DVD and Blu-Ray discs, this technology makes it hard and illegal for 

consumers to make backup copies of disks they have legally purchased. Furthermore, 

Disney is one of the parties that is pushing for a new bill known as Intellectual Property 

Protection Act (2007) that would further amend the Digital Millennium Copyright Act by 

adding the following provisions: 

¶ Allow criminal penalties for work not registered in the US Copyright office 

¶ Double current jail time for offenses, even if the attempt is unsuccessful 

¶ Force infringers to forfeit property used in the offense. 

¶ Expand DMCA language prohibiting the distribution of technology capable of 

circumventing copy protection to more restrictive language which prevents 

possession or creation of such technology if there is a possibility of redistribution. 

¶ Create a new penalty for intended copyright crimes 

¶ Permit wiretaps for investigating copyright violations 

None of these proposed laws would benefit consumers in any way. In fact, it would 

make criminals out of users who do not involve themselves in sharing copyrighted 

material in any way, for example using software to convert DRM-enabled Audio CDs to 

MP3 files for use in a music player, a procedure which is traditionally allowed under the 

Fair Use doctrine in the United States. 

 

                                                                 
4 (Warren, 2000) 
5 (EU Press Release, 2001) 
6 (Jones, 2001) 
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SONY AND DRM  ISSUES  
Another infamous embracer of DRM is Sony Corporation. Perhaps the most notorious 

case of DRM issues was the 2005 Sony BMG CD copy protection scandal. Special DRM 

software was included on 52 ŀǊǘƛǎǘǎΩ CDs released during the time. The DRM mechanism 

ƛƴǎǘŀƭƭŜŘ ŀ Ǌƻƻǘ ƪƛǘ ƻƴ ǘƘŜ ǎȅǎǘŜƳ ǿƛǘƘƻǳǘ ǘƘŜ ǳǎŜǊΩǎ ǇŜǊƳƛǎǎƛƻƴ ƻǊ ƪƴƻǿƭŜdge.7  

A root kit is a piece of malware (malicious software), usually invisible to antivirus 

software, which modifies certain files or makes unpredictable processes and opens 

backdoors for attackers. Root kits are usually classified to be as dangerous as Trojan 

horses. Furthermore, when attempting to uninstall the DRM drivers, the firmware on 

certain CD-ROMs became corrupted, rendering the unit unusable. Online criminals were 

quick in exploiting the vulnerability this root kit created and infected several systems 

with Trojan horses and other attacks. 8 At first, Sony BMG maintained that the DRM 

scheme was harmless and was used solely for copy protection. Eventually it was forced 

to release a root kit removal tool. The first patch released by First4Internet, the 

company that developed the root kit in the first place, only pointed out that the 

malicious software was installed but did not remove it. In order to remove it, users 

would have to request an uninstall link from Sony. After that, the root kit was 

successfully removed, but the patch installed a dial-home program that was an even 

greater security risk.9 

{ƻƴȅ .aDΩǎ 9ƴŘ ¦ǎŜǊ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘ (EULA) has also been under criticism.10 The 

Electronic Frontier Foundation has pointed out some ridiculous claims contained in the 

EULA: 

¶ If the original CD is lost or stolen, all digital copies of said CD must be removed 

immediately 

¶ hƴƭȅ ŎƻǇƛŜǎ ǘƻ ŀ άǇŜǊǎƻƴŀƭ ƘƻƳŜ ŎƻƳǇǳǘŜǊέ ŀǊŜ ǇŜǊƳƛǘǘŜŘΣ ƳŜŀƴƛƴƎ ǘƘŀǘ ǘƘŜ 9¦[! 

limits how and where users can backup your music 

¶ If the users travels or leaves the country, all copies must be deleted 

¶ Sony holds no liability if its DRM software damages a system or exposes it to 

security risks, but the software is still required 

¶ {ƻƴȅ .aDΩǎ ƭƛŀōƛƭƛǘȅ ƛǎ ƭƛƳƛǘŜŘ ǘƻ ϷрΦллΣ ƴƻ ƳŀǘǘŜǊ ǿƘŀǘ ǘƘŜ cause or how serious 

the issue 

¶ If a user files for bankruptcy, they have to delete all the music on the computer 

¶ The user is prohibited from altering or making derivative works using any portion of 

the CD, meaning it cannot be used for a soundtrack to a family picture slideshow or 

homemade videos. 

¶ ¢ƘŜ 9¦[! CƻǊōƛŘǎ ǘǊŀƴǎŦŜǊǊƛƴƎ ŀƴȅ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ /5 ǘƻ ǘƘŜ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊ ƛƴ ǘƘŜ 

first place 

                                                                 
7 (Electronic Frontier Foundation, 2005) 
8 (Electronic Frontier Foundation, 2005) 
9 (Wood, 2005) 
10 (Electronic Frontier Foundation, 2005) 
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Clearly all of these claims either violate one or more existing laws or are non-existent 

laws and as such are automatically void, but this demonstrates how far the company 

would go to attempt and limit the fair use rights of consumers. Sony is one of many 

corporations that violate fair use and basic freedoms by hiding behind the DMCA. 

The company ǳǎŜŘ ǘƻ ƻǇŜǊŀǘŜ ŀƴ ƻƴƭƛƴŜ ƳǳǎƛŎ ǎǘƻǊŜ ŎŀƭƭŜŘ ά/ƻƴƴŜŎǘέ ǿƘƛŎƘ ǳǎŜŘ {ƻƴȅΩǎ 

hǇŜƴaD 5wa ǎŎƘŜƳŜΦ ¢ƘŜ ǎŎƘŜƳŜ ƛǎ ƳƛǎƭŜŀŘƛƴƎƭȅ ŎŀƭƭŜŘ άhǇŜƴέΣ ŜǾŜƴ ǘƘƻǳƎƘ ƛǘ ƛǎ 

proprietary and in fact only works on Sony-made devices and computers running 

Windows with installed proprietary software. The service failed for one single reason: 

DRM. Consumers did not want to purchase content that was so limited when there were 

many alternatives. 

Realizing the mistake they have made, in late 2008 Sony launched a new online music 

service called bandit.fm. Available as an experiment in a few countries, most notably 

Australia, the service offers completely DRM-free content that can be used on virtually 

ŀƴȅ atо ǇƭŀȅŜǊΣ ƛƴŎƭǳŘƛƴƎ !ǇǇƭŜΩǎ ƛtƻŘΦ 

LOSS OF PROFIT CAUSED  BY DRM 
Most DRM schemes have been circumvented within days of being released, rendering 

them useless as a tool to prevent illegal sharing.11 Instead, they only hurt consumers 

that use the content in a legitimate way. They limit what can be done with the product 

that they have purchased and should have full rights over for personal use. Companies 

that develop and use the technology waste valuable time and resources in it. Analysts 

have predicted that by 2012 spending on developing and managing DRM technologies 

will exceed US $9 billion.12 "DRM evolved over the past two decades to serve 

corporations that needed a means to deal with information piracy, peer-to-peer file 

sharing and various regulatory requirements," says Robert Rosenberg, president of 

Insight Research. "So in a sense DRM did not arise to meet the needs of end users, and 

ƛƴ ŦŀŎǘ ƛǘ Ƴŀȅ ōŜ ǎŀƛŘ ǘƻ ƘŀǾŜ ŜǾƻƭǾŜŘ ǘƻ ǎǇƛǘŜ ǘƘŜ ŜƴŘ ǳǎŜǊΦέ 

DRM actually results in loss of sales since public awareness about it is increasing and 

consumers have increasingly refused to buy DRM-protected content. Blu-ray is one 

recent example. Analysts have reported that Blu-Ray sales during 2008 have dropped 40 

percent, blaming the DRM technology that causes a number of issues from playability to 

quality and resource use, as well as artificially inflated prices.13 Peter Lee, a Disney 

ŜȄŜŎǳǘƛǾŜ ǘƻƭŘ ¢ƘŜ 9ŎƻƴƻƳƛǎǘ ƛƴ нллрΣ άIf consumers even know there's a DRM, what it 

is, and how it works, we've already failed.έ14  

IS THERE A PRACTICAL SOLUTION? 
Clearly, the business interests of copyright holders must be protected. However, DRM is 

not the answer to that solution. With many anti-DRM organizations surfacing in recent 

                                                                 
11 (Jones, 2001) 
12 (Insight Research Corp., 2007) 
13 (Ogg, 2008) 
14 (What is DRM? Digital Restrictions Management) 
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ȅŜŀǊǎΣ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ǾƻƛŎŜ ƛǎ ōŜƛƴƎ ƘŜŀǊŘΦ Several major companies, including 

Universal Music and Apple Inc, as well as famous artists have begun offering DRM-free 

ŎƻƴǘŜƴǘΦ {ƻƳŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ƘŀǾŜ ŜǾŜƴ ōŜƎǳƴ ƳŀǊƪŜǘƛƴƎ ǘƘŜƛǊ ŎƻƴǘŜƴǘ ŀǎ ά5wa-CǊŜŜέ ƛƴ 

ƻǊŘŜǊ ǘƻ ŎǊŜŀǘŜ ƳƻǊŜ ǾŀƭǳŜ ŀƴŘ ǘǊǳǎǘ ƛƴ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ŜȅŜǎΦ ¢Ƙƛǎ ǎǘǊŀǘŜƎȅ Ƙŀǎ ŀŎǘǳŀƭƭȅ 

increased sales volumes in numerous examples. The #1 selling PC game from 2006-2009 

ƛǎ ά{ǇƻǊǘǎ aƻƎǳƭέΣ ƭŀǊƎŜƭȅ ōŜŎŀǳǎŜ ƻŦ ƛǘǎ ǇƭŜŘƎŜ ǘƘŀǘ ƛǘ ƛǎ млл҈ 5wa ŦǊŜŜΦ15 It is fairly 

reasonable to conclude that it is both ethical and profitable to abandon DRM schemes 

altogether and focus on providing greater value to the end user. 

CONCLUSION  
The research paper has shown some of the biggest issues and controversy surrounding 

DRM schemes. In many cases they violate consumer rights, create system stability and 

security issues, put a strain on resources, and even reduce profitability by wasting 

money on development and maintenance, while driving potential customers away. Trust 

plays a central role in the transaction between a business and a customer, and DRM is a 

barrier to trust. 

It is clear that the technology has no future and alternative methods should be sought 

ǘƻ ŀƴǎǿŜǊ ǘƘŜ ŎƻƴǎǳƳŜǊǎΩ ŎƻƴŎŜǊƴǎ ŀƴŘ ǎŀǘƛǎŦȅ ǘƘŜƛǊ ƴŜŜŘǎ ƛƴ ŀƴ ŜǘƘƛŎŀƭ ŀƴŘ ǇǊŀŎǘƛŎŀƭ 

way. The DMCA should be updated to reflect those requirements.  

                                                                 
15 (Baseball Mogul 2009 Saled Record, 2008) 
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